Configuring Fortigate for two-factor authentication with Token2
TOTPRadius

First, create a new Radius-Server entry:
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Fill the Fields, Name, Primary Server and Secret:
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Test Connectivity with an existing User:

RADIUS Credentials »

Please provide a valid username & password to improve the
accuracy and speed of the remote RADIUS server test. Invalid
credentials may take longer to test.

User | hans. muster |

Password

Test Cancel

Hopefully you will get:
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Next, create a UserGroup :
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New User Group
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Now create a new Administrator
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Enter a Username

A Backup Password (you can login with this password, when radius server is not reachable)
Set Type to : « Match a user on a remote server group »

Select a Administrator Profile of your flavor

Select the Create Remote User Group

Done.

New Administrator

User Name hans.muster
Backup Password €0 | sessssses

Confirm Password I

Comments | 2ss

Type

Local User

Match a user on a remote server group

Match all users in a remote server group i ]

Administrator Profile super_admin -
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(@ Restrict admin to guest account provisioning only

Now you can Login with Username and 6-Digit TOTP-Token.



